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Abstract
Phishing websites are a crucial threat that mimic legitimate websites to
deceive people and gain access to sensitive information. 
Though there are many traditional approaches used to detect phishing
attacks, it is difficult to keep up with the changes in patterns in phishing URLs. 
To learn more about these complex patterns, deep learning approaches are
used. 
Hence, in this paper, we proposed an enhanced deep learning ensemble
approach for accurate phishing website detection. 
An ensemble approach with four deep learning models: Feedforward Neural
Network (FNN), Deep Neural Network (DNN), Wide & Deep, and TabNet, is
proposed, which combines the strengths of individual models. 
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Introduction
Phishing attacks are one of the most common and crucial attacks in
today's digital era. 
Deep learning techniques can handle complex and non-linear
patterns efficiently, and hence they can be used in phishing
detection.
Structured features like URLs and metadata of domains can be
processed to identify patterns that can be used for the identification
of phishing websites. 
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Related Works
Adeyemo et al. [1] proposed an ensemble-based logistic model tree
for phishing website detection. 
Innab et al. [2] compare the six machine learning models for
phishing detection.
Bhogesh et al. [3] proposed a comparative study on different
machine learning approaches used for phishing detection. 
Setu et al. [18] proposed a phishing detection mechanism using a
novel feature selection algorithm. 
Chiew et al. [19] proposed a hybrid feature selection approach
using machine learning models for phishing detection. 5



Proposed Work
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An ensemble approach of four deep learning models: FNN, DNN,
Wide & Deep, and TabNet is proposed. 
The models are stacked and built using the meta-classifier,
XGBoost, which integrates the predictions of these base models. 
The models are trained with the top 20 most significant features. 
These prominent features are extracted using permutation
importance. 
The unbalanced nature of the dataset is addressed by using
SMOTE. 
The models are trained using the processed dataset and evaluated
against individual models and other ensemble combinations. 



Dataset Description
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Mendeley Phishing Feature Dataset (2020) is used to train the
model. It has real entries of phishing and legitimate websites. 
It has 88,647 samples and 112 handcrafted features in total, in
which each entry represents a website, and the features are based
on lexical, structural, and behavioral characteristics of the URL. 
The target attribute is a binary attribute with 1 indicating a phishing
website and 0 indicating a legitimate website. 
The class distribution of the dataset is skewed, with 58,000
samples of legitimate websites and 30,647 samples of phishing
websites. 



Dataset Description

8

Figure 1: Dataset Class Distribution 



Dataset Preprocessing and
Feature Engineering
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Removal of Defective and Non-informative Features: Constant
Columns, Binary Placeholder Columns, and Handling -1 Values.
Feature Scaling: Min-Max Normalization. 
Correlation-Based Feature Reduction: Pearson correlation
coefficient.
Class Balancing with Smote Tomek: Dataset is balanced with
57,642 samples for both classes.  
Feature Selection using Permutation Importance: Top 20 features
are extracted. 



Dataset Preprocessing and
Feature Engineering

10Figure 2: FNN Top 20 Features



Dataset Preprocessing and
Feature Engineering

11Figure 3: DNN Top 20 Features



Dataset Preprocessing and
Feature Engineering

12Figure 4: Wide and Deep Top 20 Features



Dataset Preprocessing and
Feature Engineering

13Figure 5: TabNet Top 20 Features



Feature Average Importance

qty_slash_url 0.2048

length_url 0.0566

time_domain_activation 0.0492

qty_mx_servers 0.011

qty_at_params 0.0088

tls_ssl_certificate 0.008

qty_dot_domain 0.007

qty_dot_directory 0.0067

qty_nameservers 0.0065

tld_present_params 0.0063

qty_vowels_domain 0.0053

url_shortened 0.0048

qty_dot_url 0.0046

asn_ip 0.0043

qty_hyphen_url 0.004

time_domain_expiration 0.0038

file_length 0.0038

directory_length 0.0037

qty_at_url 0.0034

domain_spf 0.0033

Combined Feature Importance
(Averaged across Models)
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Table 1. Averaged 
Top 20 Features



Model Architectures and Training
Procedures

The models are trained with the extracted 20 prominent features
independently. 
Evaluation is done through 5-fold stratified cross-validation for
consistency. 
Each fold retains the original class distribution. 
For training four folds and one-fold for validation is used for each
iteration. 
This is carried out for 5 iterations, hence in each fold, validation is
done once and the final value is obtained by averaging the acquired
values. 
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Model Architectures and Training
Procedures

FNN comprises two hidden layers with 128 and 64 neurons, and
ReLU activation functions are used. 
Similar architecture is used in the DNN model with two dense
layers of 64 neurons to offer a better compact representation. 
The wide & Deep model combines memorization and generalization
by processing the input using two parallel branches. 
Two shallow layers (32 and 16 neurons) are used in the wide
component.
TabNet is configured with a decision width (n_d) and attention
width (n_a) of 8, across 3 decision steps. 16



Ensemble Design and Prediction
Alignment

Different ensemble combinations are tested to identify the best
combination for phishing detection. 

FNN + DNN + Wide & Deep
FNN + DNN + TabNet
FNN + Wide & Deep + TabNet
DNN + Wide & Deep + TabNet
Full Ensemble: FNN + DNN + Wide & Deep + TabNet
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Model Accuracy Precision Recall F1 Score AUC-ROC

FNN 95.39% 93.57% 97.48% 95.48% 0.9908

DNN 94.87% 93.17% 96.86% 94.97% 0.9888

Wide & Deep 94.86% 92.92% 97.12% 94.97% 0.9886

TabNet 95.18% 93.35% 97.29% 95.28% 0.9904

FNN + DNN + Wide
& Deep

95.81% 95.11% 96.59% 95.84% 0.9916

FNN + DNN +
TabNet

96.12% 95.58% 96.71% 96.14% 0.9927

FNN + Wide &
Deep + TabNet

96.14% 95.54% 96.80% 96.16% 0.9927

DNN + Wide &
Deep + TabNet

96.11% 95.55% 96.72% 96.14% 0.9926

FNN + DNN + Wide
& Deep + TabNet

96.24% 95.63% 96.90% 96.26% 0.9928

Performance Analysis
Table 2. Balanced Dataset Performance
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Model Accuracy Precision Recall F1 Score AUC-ROC

FNN 95.44% 93.39% 93.42% 93.40% 0.9898

DNN 94.93% 92.33% 93.16% 92.70% 0.9886

Wide & Deep 95.10% 92.79% 93.11% 92.93% 0.9889

TabNet 94.96% 91.93% 93.68% 92.78% 0.9886

FNN + DNN + Wide
& Deep

95.61% 93.53% 93.78% 93.65% 0.99

FNN + DNN +
TabNet

95.68% 93.81% 93.68% 93.74% 0.9907

FNN + Wide &
Deep + TabNet

95.69% 93.83% 93.70% 93.77% 0.9906

DNN + Wide &
Deep + 
TabNet

95.57% 93.68% 93.49% 93.59% 0.9903

FNN + DNN + Wide
& Deep + TabNet

95.73% 93.95% 93.67% 93.81% 0.9907

Performance Analysis
Table 3. Imbalanced Dataset Performance
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Scheme Accuracy

Setu et al. [18] 95.48%

Chiew et al. [19] 94.60%

Proposed 96.24%

Performance Analysis
Table 4. Performance Comparison
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Conclusion
An enhanced deep ensemble learning approach for phishing detection is
proposed in this paper. 
A comprehensive comparison of different individual models and ensemble
approaches is conducted, which shows that the ensemble combination with FNN,
DNN, Wide & Deep, and TabNet outperforms other individual models and
ensemble combinations. 
It performs better with balanced and imbalanced datasets. 
Feature extraction also plays an important role in extracting the prominent
features and reducing the execution time of the models. 
This proves that the ensemble approach combines the strengths of the individual
models to better predict the phishing URLs. 
The proposed scheme is also compared with other existing solutions. 
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