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C'S”BepC”TeT MOZAENb 3AWNTbI-UHPOPMALUU C NO/IHbIM \PbITUEM
A FULL-OVERLAP INFORMATION PROTECTION MODEL

Moaenb 3aWwmTbl C NOAHbIM NepeKpbITUEM:

OTOobpaxeHne MHOXeCTBa B3aMMOAENCTBUM R, HA MHOXeCTBO moaynen M, yepe3 MHOXeCTBO CPeACTB 3alnTbl UHPopmaumm M,
Full-overlap protection model:

Mapping multiple R, interactions to multiple M, modules through multiple M, information security tools
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THE INFORMATION INTERACTION MODEL

System X

Executive | Executive

subsystem subsystem

Semantic level S : Semantics of object model changes Semantic level S

i
i

Syntactic level L . Syntax for representing an object model Syntactic level L

E

Physical layer F . Physical representation of the object model Physical layer F

—




RELS € (R URF U R}
={rf}, R ={rl'}, R® = (1)

PacwupeHHaa moaenb 3awWmTbl € NONIHbIM NepeKpbITUEeM

OTob6paxeHne MHOXecTBa MHPOPMaLMOHHbIX B3aumoaeiicTenii RELS na mHoxecTso moayneit My yepes mHoxectso MELS cpencts 3awmthi
Extended protection model with full overlap

Displaying multiple information interactions RFLS many modules My through many MFLS means of protection
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F-subgraph

Multigraph
GFLS — (MN RFLS

~FLS-MYAbTIUTPAD UHPOPMAL,

L-subgraph S-subgraph
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OHHOV CUCTEMbI
FLS-MULTIGRAPH OF AN INFORMATION SYSTEM

Structural elements of the
FLS-multigraph
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FORMAL DEFINITION OF THE CLUSTER STRUCTURE

KnactepHasa CTpyKTypa cuctembl Z onpeaensaetca Ha MHOXKecTBe moaynen My = {M,’f, M},/, Mg} MHOOPMALMOHHOM
cucTeMbl X 1 ee oKpyeHua Y, MHoxecTsax FLS-oTHoweHunii REES = {RF, RY, RS} v knactepos K% = {K*X,KY ,KP}

The cluster structure of the Z system is defined on a set of modules M, = {M,)f, M}f, Mé)} information system X and its environment
Y, sets of FLS-relationships Ri*> = {RF,RY, RS} n knactepos K% = {KX,KY ,KP}

:
My = {M¥, MY, M2} {M¥ n MY n ME} = o;

G7"(My, Ri®) = { R5FS = {REES; RESS; REYS; RELS; RELS: RELS 1,

K% ={K*,KY ,KPJ{K* nKYn K"} = ¢;

FLS. pFLS. pFL
rne {RELS; RELS; RELS: RE2; REE, REX 1 — nogmHoxectBa nonmbix sHyTpeHnux {REES; REES; RELSY v sHewwux

{R%S; RyE>; REY } FLS-pyr knacrepos {K*,KY , KD}

where {R)’?)L,S;R%S;Rg%f;R%S;R%S;R%S - subsets of complete internal {R%S;R%S;Rg%f} and external ones
FLS, pFLS, pFLS X pY D
{RW  Ry5; Ry }FLS—arcs of clusters {K*,K" ,K” }
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HYBRID ML MODEL FOR THE SYNTHESIS OF CONSTRUCTIVE PROTECTION

Hybrid model with machine learning

Structural-parametric synthesis is implemented using a hybrid model that automates the processing of large volumes of
data and complex dependencies between features, employing ML, logical interpretation (explainability), and formal
verification of compliance with protection criteria in a logical inference machine. The model can be retrained when
access policies, protection requirements, and design protection criteria change. The ML model is limited by expert rules
and classical algorithms to ensure reliability and interpretability. Logical rules prevent dangerous decisions that an ML
algorithm might propose.

Graph neural network (GNN) with an attention mechanism (GAT) makes it possible to:

= formalize complex access rules in the form of a mathematical matrix

= automate the construction and updating of the reference cluster matrix

= take into account static rules (policies, norms) and dynamic criteria (weights, topology, clusters)
= scale the solution to large graphs through clustering and prediction at the cluster level
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To build the initial information model of the architecture, the composition of modules (object-oriented objects and classes) and
their characteristics is determined, as well as the cluster structure of the FLS multigraph. The task of module labeling is solved using
ML based on logical rules

Module labeling formula

MIiI(YD = {Mai(» M;» Mc?} = MLclass(xi) U Logicrules(n’)r
where ML_;5s — a machine learning classifier (Random Forest) that determines the type of module (F or L) based on features x;

Logic,yles — a set of logical rules clarifying the classification ("if the module has a physical embodiment, then M¥")

The interface markup formula defines the composition of the module’s FLS interfaces

JFLS — U (MLdetect(fk) N Logicvalidate(vk)) ’
ke{F,L,S}

where MLgetect — interface type detection model (F, L, S)

LogicCyalidate — checking the pairing of interfaces (“out.” — “in.”) and their compatibility

The formula for defining access policy markup to formalize the cluster structure of a multigraph

V={vy,..n}= MLpolicy(p) U Logicaccess (@),
where ML ;55 — A model for sampling access vectors v from textual descriptions of access policies

Logic,ccess — formal access rules (for example, RBAC or ABAC)
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Multigraph optimization

Objective function

-ML- MOﬂ,Eﬂb SAUMN.
ML MODEL. OPTIMIZATION OF PROTECTION

GEE‘{E (a - Cost(GFES) + B - Risk(GFL) + y - Comlexity(GFLS))

where Cost — implementation cost (number of modules, arcs)

Risk — risk of violating access policy (X ¢;)

Complexity — the complexity of the architecture (number of clusters, connections)

a, 8, y — weighting coefficients

Limitations

= Compliance with access policy

Vi,j:rl-j =1 :Cij = 1VEImk EPij:mk EMCll)

=  Structural protection

z g(my) = Gpin

D
where g(m;) — the weight of the protection module, Gp,ip,

— the minimum required level of protection.KnactepHas uenocTtHocTb

K?=KXUKYUKP,KXnKY nKP = ¢

= The condition for the existence of arcs

FLS., _F
VTl-j .aij

L _ S _
ij—a"—l

= Qa l]




| oAbl

The logical inference model automates the process of synthesizing the structural protection of information
systems by optimizing data markup, predicting dangerous conditions, and generating protection using machine
learning. The ML model allows you to automate the analysis of the multigraph structure, identify dangerous
conditions and generate candidates for architectural changes while maintaining the formal verifiability of the result
in LIM. The inference model provides a formal proof of architecture security, which is essential for critical
applications. The structural-parametric synthesis is provided by a formal description of the requirements in terms
of the cluster protection model represented by the FLS-multigraph. The accuracy of the model is achieved by
formally describing the criteria for information protection by multigraph clusters and decomposing information links
into interaction levels through which information processing and protection functions are implemented, as well as
by formally assessing the compliance of the architecture with the protection criteria in the inference machine.

The hybrid model can be used to automate the process of structurally parametric synthesis of constructive
protection of distributed resources, national platforms and other critical information systems, taking into account
the declared access policy, requirements of regulatory documents and standards for constructive protection with
evidence of their implementation and optimization according to the criteria of constructive protection.

CONCLUSIONS
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